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Ytier ¢
Legal & Ethical Obligations Gxter ..

School districts are required develop and implement comprehensive
safety programs for the welfare of all students and staff.

x Legal Examples

CA Senate Bill 187 Chapter 736

CA Education Code 35294.2

CA Education Code 33031

CA Government Code, Title 1, Division 4, Chapter 8, Section 3100

KS School Safety & Security Act Article 89b.

TX Education Code Chapter 3.108 Multihazard Emergency Operations Plan; Security Audit
School Safety Enhancement Act of 2007*

H.R. 4137 Higher Education Opportunity Act i Immediate Emergency Notification

< SRR

x  Ethical
V Precious and Irreplaceable
V Safety and Security Entrusted to Your Care
V Assumed Reliance and Active Awareness
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. Xtier &
Chronology of Tragedies v -

1996 & 2008 History of School Violence . OApproxi matel y 406
have been kil l ed or wounded dlpiopleasdicornA s h oo
Timeline of Recent Worldwide School Shootings.

Monsters Among Us 1966 to Present: A Fractured Three

x Charles Whitman
V University of Texas Austin, August 1966
V 14 Killed

x  Eric Harris/Dylan Klebold
V Columbine High School, April 1999
V 14 Killed

x Cho Seung-Hui
V Virginia Tech High School, April 2007
V 49 shot
V 32 Killed
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Risk & Unpredictabllity

Risk Profile: What population has a
proclivity for violence?

x Adolescent/Young Males
V Aged 13-25

V Out of 55 School shootings (1996-
2008) 1 was committed by a

female

Consistently Inconsistent
x Random and Unpredictable
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Preparedness @xtier ,C

Are you able to get critical information to the right
people at the right ime?

Barriers:
+ Ineffective communications and information distribution
I Virginia Tech Review Panel
+ Inadequate access to real-time/near real-time situational information
I Virginia Tech Review Panel
<+ Inefficient response coordination
i Virginia Tech Review Panel
Mangers Not Prepared
i USA Today (managers not prepared for workplace violence)
Outdated Processes & Systems
How to Apply and Use the right Technology?
Emergency Management Systems Geographic Vulnerability
Budgets: Time, Materials, Costs

'S

-+ & &
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The Response @ xter &

Applied Best Practices:
+ The Barrier: Ineffective communications and information distribution

+ Corrective Action: Ability to distribute emergency information in near real-time to all
affected parties, via multiple channels

+ The Barrier: Inadequate access to real-time/near real-time situational information

+ Corrective Action:_Ability to receive updated emergency/situational information in near
real-time via multiple channels

+ The Barrier: Inefficient response coordination

+ Corrective Action: Ability to manage and coordinate multiple emergency incidents from
multiple locations

+ Corrective Action: Centralized access to emergency information, i.e., plans, checkilists,
procedures, guides, training schedules, etc.

+ Corrective Action: Centralized inventory of safety and hazard information
+ The Barrier: Managers Not Prepared / Processes and Systems / Use of Technology
+ Corrective Action: NIMs Recommendations, Planning, Training, Supportive Technology
+ The Barrier: Geographic Vulnerability
+ Corrective Action: A Geographically Separated High Availability and Secure System
+ The Barrier: Time, Materials, Costs
+ Corrective Action: Turnkey Web-based hosted system
+ No Software to update/maintain
+ No Hardware to install/maintain

A ecumoLoay
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g )Qtler Cnun_t(e:cepts

Wy Sxithe bor kessT Yo weserve 3 bem ol spechils]

Because Life Matters!

July 29t 2008 Earthquake - 5.4 Magnitude Greater Los
Angeles-ar ea Cal i fornia Earthguake
to contact my daycare center concerning the safety of my

daughter and they could not contact me because the phone

|l ines were totally jammed. I

was ok. o pri
= =T
~ Badumlrien BEST PRACTICES; X-tior SAL"s poftware k ple connested
March 9th 2007 Standoff-Ol at he Kansas: Al [~ |z T —
from my sonds Karat e S Chool 1 O | e sers s i o s e

el i Sl T Rl T gabreirh TS

someone was running around the shopping complex with @ gun. [ | e oo, iathe s s s, s
| was called by his mother who was not sure what was going on. |

Nt B VR S0 T DGR | ORISR 0 e b

SWAT officers were all over the place with weapons drawn CAIBEIDUIIIRE" | moomees soce 2000 sens o s wpvapet
when | arrived. It was surreal and parents were arriving vt "S5"* | Gotate it el st Sprad bated P

B Babed mem
ol

confused and in a panic! o p2e RN

= WL R i -
Erroes Cloingn.
Haa Larwte
# Crvhiri g, 5p Rabdgiiiil: B fovcs i

By e, Mty Dt el b bt st

Thﬂtstﬂt Princ; Michass] Pl ; Dused Tl ard Chadien Masn

Fusthion Briron & chatd msenutivn i, snd Basers i Pt

A April 16" 2007 Shootings i Blacksburg Virginia, Virginia Tech
Review Panel: Seung Hui Cho shoots 49 Virginia Tech

students, killing 32 before killing himself. State systems for i Ll

rapidly deploying trained professional staff to help families get = e B e e S e =

information, crisis intervention, and communication with families Pt rgomalpraesingh

did not work or were poorly handled; an emergency operations e ] T

center at VT could have improved communications. "Lives = 8t et e e

coul d have and s holdulPdter@raniece b e e et et . e

Attorney. i

¥ eCONTINGENCY
hurricanes, fl oods, blizzards; unf ortun st goes

(30 rduﬂ:uqtm::-_. A SO REIVET, WD
(‘t::r::.‘:"ﬂ:: :l:::;:wwhi\.l’ AND

Figure: The Kansas City Startouts X-t i er 0 s
=t EVEE aBestRractice!
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http://www.x-tier.com/public/evesolution.pdf
http://www.x-tier.com/public/eve contingency.pdf

What is EVE?

EVEE btjeriska modular Web-based system
which automates, streamlines, and securely extend:
the management and operations of any organizatior
regardless of industry, to the Internet. From crisis ar
communications management, to retail sales; from
time and expense management to workflow, online
support, and more... E V E Bs an evolving security
compliant turn-key business solution.

Real-time hosted applications
+v No software to load
I No software to maintain/upgrade
No hardware to purchase
No hardware to maintain/upgrade
Ability to operate globally from the Internet

High Operational, Communications and Physical
Security

Legacy Resistant

E V E E daseline security with the systems EVEE nt er cept E
exceeds HIPAA (Health Insurance Portability Act), GLBA (Gramm-Leach-Bliley Act) and the
PCI DSS (Payment Card Industry Data Security Standard) security standards for the
protection, privacy and safeguarding, of sensitive and system subscriber information.

e o (0 § e Y T he
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EV E Ei BEVE Archieatare, k
Green i EVE Application Areas, Orange i Data Functions -

c'/

Countercepts

+
-
G Xtier
How X-tier CountercelPts EVE eContingency™ Works

Far Beyund i Web-basel of Information Cor & Coordination

Email / Mobile Text Notifications/Alerts

’%‘] _ _Tc and From Recipients
: i,
N B
A

% Incoming and Outgoing Mobile Text/Email - From

| Newsletters to Avalan he Severe Weather, Stranger
Danger, Workplace Violence, Facilty Lockdown,
Natural/industrial Disal msTrrcrm Actions, Virus
Outbreaks, and more.

Mobile Phone Providers

N

\/w b Access by and email to

and from Recipients

(@)

Internet Service Providers

Web access by and email to
and from Recipients

(@)

Hosting Center )
ooting Center EVE eContingency™
3

Higher Education & @
Company/institution Safet

Telepresence

((0))

(future) wWiF

, sch
Private Contacts, Emerge; l:y\ninﬂ!
Protocol (CAP) and Really Simple Syn RSS)
CDC, USGS, NOAA, CNN and others, Send Mail, Calanderi
Newsletters, Threaded Discussions, Opt-in Emsil, a i much more.

Telepresence
() R
Wik (future)

Web access by a ndemllto nd from
Parerts, G nd s, Residents, Property

access to Info Center, C
Threat Status M mg m! nt, Thmtl dcato Conf guram n, Noti bc-tmn Bl
Incoming Mes: ment, incident Management, Facility Layout &Hallrdou!
Inven mrycaul g gEvem&T sk scho d Ing,wcrkfFowsch eduling, Contact
[ Security, User Administration, Groups and
Roles Administration  Newsletter Management, Opt-in Email Management, and more.

ay/Child Care & Learning
2, Homeownar, Mo bile Home,

SecurltyIXSPIDA(RﬁESplderto)ermrs Xecure
Intrusion Detection And Reporting subsystem is integrated
into system via the EVEE Intercep

P

( p asecumntyt

THE EVE IPORTAL: & WID-RASED ADAFTTIVE
INTERNET SMALL QFFICE, WIME OFFICE, SMALL

(1
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http://www.x-tier.com/public/evesolution.pdf

I " jXﬁer un‘t;rcepm
Security Centor.i ge Countercpt

System & Module Status: No pending updates found as of 10/10/2008

EVE E i S a- SyStem d eS i g n ed W i t h S eC u rity i n m i n d ZNote: Move your mouse pointer over each icon to view the Tool-Tip for this system administration

feature.

from the ground up:

Manage Subscribers Manage Modules Manage Groups

Il Physical, Electronic, and Operational Security Experience [ s E"’"““”"“""‘ ""“““‘"“"
i Combined 55 years of Military and Civil Experience @ o Y roren e

Xenturion Gatekeep IP Countermeasures Report

I Security Best Practices Enforcement : 505 2 X e Com 1o

Software Engineered Security

b L) #74.6.22.157 »11 10/10/2008

| Role_based Securlty = : :74.5.1.7.157 :z 10/9/2008
205.178.184.153 23 10/9/2008

i Authorization-based Security 8:222;_’:‘;;?;‘,““ . i

1 . . 0162.154.37.153 P11 10/7/2008

| Data Fllterlng 01205.173.134.152 »24 10/7/2008

e X 01123.11.255.4 7 10/6/2008

| Data Scannlng 31123.11.73.221 7 10/5/2008

#74.6.18.249 #408 10/4/2008

i Data Encryption g - i

. . . . . . 0 #67.15.48.60 2 i0/z2/2008

I Hacking/Cracking/Tampering Exploit Recognition Q sixzames o so/1/2008
$219.140.64.126 »3 10/1/2008

T i 1 1 I 1 0 219.140.64.136 2 10/1/2008

| Hacking/Cracking/Tampering Exploit Interception Qs » ovuszsce

I Applied Passive Countermeasures Against Internet Threats 8:;§?;;23§;;§“ - .

. . . - . 0 60.10.208.23 -3 9/19/2008

i Multifactor Authentication (in development) 8 . B

- - s #125.45.99.71 »5 9/18/2008
I/ Physical Security Qe ” L

| NO Faclllty Tours () »124.0.232.140 7 :; 9/17/2008

0 #203.162.3.160 S/15/2008

e : b . Y SelectPage |1]2]3]4]|5|6]|7(8] |11 12|13 |14]|15|16 |17 |18 |19 20| 21|22 23|24

| 24/7 Securlt X_‘tler Monltored' NO Thlrd Part |25]|26|27 28|29 |20 |31|32|33|34|235|36|37|38|39|40|41]|42|43|44|45|46|47|48|

y 1 y 49 |50|51|52]|52|54|55|56|57|58|59|60]|61|62|63|64|65|66|67|68|69]|70|71]72]
73|74|75|76|77|78| 79|80 |81 |82]

i No Facility Disclosure
!/ Remote Disaster Recovery Sites
T No Facility Disclosure

Figure: EVEE InterceptE. EVEE is a sec
e hardened system
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Xctier ¢
Who Uses EVE? W Xtier ...

Il EVE s a System that Adapts to You! First and
foremost, EVE is organization / business agnostic; EVE
adapts to any business model. Below is a short list of
the Industries that can and/or already have their
operations powered by EVE:

- | ) =)
iz ) POF Y IND R SWFEY MOV g TR [T BRIVATE: gy

]
10 Stacs to the UR/AUS Whitspepens R.Prince  2/10/2003
2003 Prass 08 Xetigr 210/2008
H-tar Ime 310902004
K-t &/28/2002
e

Academia/Education/Training

Religious/Non Profit Organizations
State/Federal Government

Technology Consulting
Wholesale *EVE is HIPPA Compliant

|

I Agricultural %

i Automotive oL R

I Aviation/Aerospace PP—— S s

i Computer Hardware/Software 0% O mn . :

i Customer Service 8 ox o ——

i Dental* Q0K 0 mee | N

i Entertainment/Travel/Adventure Tours 2 0%  mm g .
i Financial 20k @ maw [u o ie 8-S ar5e R
i Home Associations BOK 8 e _—

i For Profit Organizations 2ok o Liot Lo =

'|' LawlLega| [ Ser=re———rr—r——— ] e

i Medical * o

I Physical Protection Services

I  Retall

I Real Estate

|

i

|

|

Figure: EVEE Document (eMedia) Manager
gl ( Documents, Movies Training Videos, Spr

WWW.X-TIER.COM ’ _ _
Prepared by X-tier SAE Corporation


http://www.x-tier.com/public/evesolution.pdf

EVEE

Beyond Notification i Situation Management!

eis a DHS NI MS
compliant (private sector) Web-based
technology solution designed to manage
different types of emergency management
information for Faculty, Staff, Students,
Parents, First Responders, and others.

ei s a 24/ 7 365 technol o
provides access to critical information
without physically being on the Campus.
eis a technology sol uti
enhanced management of personnel,
resources, and emergency information.
eis a solution which pr
private access to emergency procedures,
conditions, and Near Real-Time
instructions via text messaging, RSS,
CAP, and Web Portal access.
€ is a solution which i
enhances administration of the Emergency
Management Program.

Figure: EVEE ecCont
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Management Console

recommen

eConti ngen @yeE .C.

Incident: Facility Lockdown

@ Status: Cpen

ﬁ Start Date=|'_'__'3_'2CC8 3:33:11 PM (CST)| ﬁEnd Date:| |
ifii| Location: Main Building

@ Close this incident [ E| Inbound Messages (0) ]

Check or Uncheck Applicable Indicator(s) for Threat Notifications

®|:|Ur|l-cnown +|:|Air|:raf't [\ [[] Avalanche &Biological ..... DBIlzzard
QDChemi:al I%jDCDhj I:‘Earthqual-ce vll:‘Eal'thslit:le ‘ .E)cplosw
x}-DExplosion ﬁDFire .DFlood F*_ElDHeat N 3 ] Humar
Q:}DHurril:ane ‘E:J,DMissing '!UDRadiologil:al mDRiot \ |' me
“Dstorm {I_" DTornadi: wDTrain ‘DTsunami \\\ N /

Check or Uncheck the Applicable Indicator(s) for Ncm-'ﬂlreah\

m D Important D General
Enter Message Below

- %

--- Select A Predefined Generic Message ---

EVE
eCONTINGENCY

Delivery Method(s):
B sms (112 character limit)

= e-mail

Emergency Notification Cons
f:,t;l:f;f?ﬂﬁb Incoming Incident Messaginc

© Groups/Zones ':'[_=I Change Threat Status

() Private (filter n

EVE™ eCoatingency™ & Wufir
BASED, A TIME |ma~nﬂmu\ru:
COMIAICATIONS SYiTEm

@ Configure Threat Level Indic: |

% User Access Manager ]

|i| Message ID: cTLRZdISS6015681 @ Date/Time: 5/20/2009 7:08:12 PM [CST)
:‘% Sent By: @=-tier.com % Eyes Only: Public
ﬁ Delivery Method: | @‘ | El | E @ Distribution:(12)
= -
@e 3

Marrative:
Test Notification: Email and mobie device. Update your profile if you did not receive this

I nmmgemcy E Situation
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eCont |

Crucial Information Management

Ability to post up-to-date emergency management
information as Web content.

I Ability to use the Department of Homeland Security Threat
Level Policy or define a custom (local) Threat/Emergency
Level Policy.

I Ability to increase/decrease threat policy levels.

[ Ability to mass communicate public or private emergency
information to selected individuals and or groups.

I | Ability to manage multiple incidents with one or more
Emergency Managers.

I Ability to define multiple threat types.
I Ability to catalog facility safety and hazard information.

I Ability to electronically post emergency plans, checklists,
procedures, and guides.

| Ability to schedule, publish, and track emergency training.

éand much, mu c h, mor e!

QE VEE eCont E HELLSMIHGATE RISK THROUGH THE
STORAGE, MANAGEMENT, AND RECALL OF CRUCIAL INFORMATION;
TO INCLUDE REAL-TIME MESSAGING TO FIRST RESPONDERS AND

AFFECTED PERSONNEL IN TIMES OF CRISIS.

An X-tier SAE
TECHNOLOGY

WWW.X-TIER.COM

PROVEN! EVEE eContingencyE was us
Southern California quake on Jan 8t 2009 and to alert
campus staff of a near campus standoff with police and a

barricaded suspect on Feb 6t 2009.

ngencyE

c'/

‘ther ntercopts
F g at u

EVE

eCONTINGENCY

EVE™ efeatingenoy™1 & MU0 WD,
BASED, BAC-TIME ERPRCENCY MANAZEWINT AND
ACMRASTATIONS SrETEm

User Features

|| Ability to access real/near real-time emergency information

via I nternet EVEE e C«

Pages

t hrough

[ | Ability to receive near real-time emergency information via

single or multiple email accounts

[ Ability to receive near real-time emergency information via

any SMS (text messaging) supported mobile device

[/Ability to send information
eContingencyds send mail f eatf
ed during a
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